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SECURITY FIRST
AI PLATFORM

Https://agatsoftware.com

Https://agatsoftware.com

• On-Prem or Cloud.
• Ready to Use and Build.
• Designed for Governance

mailto:https://agatsoftware.ai/
https://agatsoftware.com/ai-products/


Security and Governance

Generative AI

Pragatix

Current Strategic Focus Shift

✓ Hundreds of customers, including 25 Fortune 500

Collaboration 
SphereShield

Previous line of business

24 Employees Founded in 2013 Offices in Israel & South Africa

Company
Overview

Seed - March 2023

Serial founders with a 
previous technology 
exit to Symantec.
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Pragatix Customer Logos
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Enterprises with sensitive data can't adopt AI because 
of data exposure and Governance risks using public AI 
services

The Problem

A lack of visibility and control over the use
of public AI service by employees creates significant 
security and business risks.



Solution Overview: End-to-end AI Platform

For customers that are willing to 
use Public AI services but want to 

manage the risks.

For customers that don’t want to 
take any risk of using Public AI 

services.

AI Suite

Local AI Services
No Risks

AI Firewall

AI Services Inspect and Control

Security First AI Platform

Managed Risks

Real-time Proxy controlEnterprise AI service to use and build



PRAGATIX
AI Firewall

Gemini CopilotChatGPT Custom AI



Pragatix AI Firewall
• AI Governance for on-prem and public service like ChatGPT
• Mitigating AI risks with visibility and control of AI usage

• Data sensitivity
• User intent
• User identity 
• AI service

• Identity
• Action type
• Target resource
• Autonomy level

• source intelligent
• Static and 

Dynamic
• Vulnerability 

evaluation  

Usage Agent Model

Infrastructure

• Proxy
• Browser extension 
• API
• Network-level interception
• Traffic visibility & enforcement

• Policy Risk Engine
• Auditing & Reports
• Shadow AI Detection
• Guardrails

Network Application

AI Firewall-Visibility and Control
Defense Layers

• DLP
• Classification
• Prompt Injection
• Toxic content filtering
• Output/ Input Validation

Security
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Data Sensitivity (DLP)- Files and prompts

Data classification
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User intent – what is the AI used for

Usage classification
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Manage AI Usage - Handle Shadow AI 
Monitor and control which AI models are used in production to ensure compliance and prevent 
misuse.

Which AI Services are used
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Audit AI Usage: 
Track all AI activity to identify potential risks, security breaches, and biases.

What AI is used for
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Account Activity Auditing 
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Guardrail Policy 
Block Prompts that violate Firewall Policies
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Set policies: 
Define rules to govern AI usage, specifying what AI can be used for, and establishing control over 
prompts and responses..

Guardrails - Who can do what?



Pragatix Firewall Supported services

Claude 
AI  by Anthropic

Jamba
By AI21 Labs

Perplexity Deep Seek

AI21

ChatGPT (web/app) 
by OpenAI

Copilot (web/app)
By Microsoft

Gemini
by Google

Grok



Forward traffic to Pragatix Proxy

Captures all browsers and applications

Pragatix
API Service

Existing AI System

Network Proxy Browser Extension

AI Firewall

Service API

Connect your AI system with 
restAPI

Open AiCopilotGeminiOpen AiCopilotGemini

Pragatix
Proxy Pragatix

Firewall

Browsers 
and apps Browsers

Pragatix Firewall Dataflow Topologies



PRAGATIX
AI Suite



A circular blue circle with white text

AI-generated content may be incorrect.

Pragatix Private AI Suite Core Modules 
Combine modular building blocks to fit your AI needs, 
immediate deployment scale while ensuring governance 
and visibility

• Deployment On-premise, Air gapped and cloud VPC

• Grounding with Company Data

• Sync and Control Data Permission

• Enterprise Ready and Build 

• Build with Security and Governance First Design

ZERO DATA EXPOSURE



Multi-model Support

LLM Model Model Host

Llama AI21

AI21

Deep
Seek

Mistral 
AI

AWS 
Bedrock 

OpenAI

On 
prem

Claude

GPT Private 
cloud

Fireworks 



Generate answers from all company–connected 
sources and pre-trained knowledge 

Knowledge ASSISTANT

Grounding- 
company source

Pragatix Lite Mode

Admin can create domain expert chatbot 
with instructions on how to answer and 
how to ask. 

Priorities 
with solid 
fill

Share with 
solid fill
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Ad-hoc file 
uploads with Q&A

Restrict 
answers to 
company data

Request deeper 
and broader 
content 

Adjustable answer 
style, depth, and 
creativity level

Let agents 
perform 
tasks

Define pre-built 
instructions on 
how to respond

Choose your 
preferred 
model 

Predefined chatbots 
with specific data 
sources

Pragatix AI Suite Chatbot Features 

Priorities 
with solid 
fill

Share with 
solid fill



Analyse data by asking questions in Natural Language

Data Analysis- Powered by AI Agents 

Ask in natural language

Priorities 
with solid 
fill

Share with 
solid fill



Comprehensive search:
Retrieve company content search results through an AI and Keyword search. 

Company Data Smart Search

What marketing material do we have for SphereShield for MS Teams? 

Exact keyword match

Contextual semantic match
Priorities 
with solid 
fill

Share with 
solid fill



Pragatix AI Agent Tools 

Intelligent Document 
Processing 

Powerful Translation Image Analysis 

Image Generation Web Search Speech-to-Text
Text-to-Speech 

Extracts structured content 
from unstructured data

Preserve original formatting 
and layout

Identify, classify, and extract 
insights from images

Create custom images from 
text prompts

Automate web queries and 
summarize findings from 

multiple sources in real time.
Convert spoken words 

into text or text into 
spoken words

Priorities 
with solid 
fill

Share with 
solid fill



AI Suite
AI Code Assistant 
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AI Code Assistant 

Codebase Autocomplete
Automatically completes code, 
from single lines or full sections, in 
any language.

Codebase Q&A 
Ask questions about your code 
and receive answers.

User Question

Assistant Answer

Priorities 
with solid 
fill



Thank You
Visit Us at AGATSoftware.com  
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Ready to start your AI Business Journey? 
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